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A.I. in Government: Promises, Pitfalls, & Preparedness
Objectives:
1. Define your organization’s AI environment, including 

inputs, drivers, and how AI is being utilized

2. Recognize the biases and implications of AI use at your 
organization.

3. Identify actions you can take to implement an AI 
governance program.

Agenda:
• Using Artificial Intelligence in Organizations

• Evaluating Whether an AI Use Case is Worth Pursuing

• AI Risks and Concerns

• Implementing AI Governance in your Organization



Introductions

Cooper Dayton, CPA, CISA, AAIA
Manager, Cybersecurity

Cooper's experience includes over 6 years conducting IT 
internal controls documentation and testing for internal and 
external IT audit, cybersecurity & IT risk assessments, and 
assisting in leading Plante Moran’s AI security services.

Manny Mohan, CISA, CISM
Manager, Cybersecurity

Manny has over 5 years of experience leading cybersecurity, 
compliance, and IT risk management assessments for organizations 
across public sector, higher education, and healthcare industries. His 
experience includes assessing emerging technologies and helping 
organizations implement governance practices that balance 
innovation, security, and risk.



Audience Poll
How often are you using AI in your local government work?
1.Daily
2.Weekly
3.Monthly
4.Rarely
5.Never



Lets Automate That! A Case Study

A municipality is considering an AI assistant that answers 
resident questions about permits, taxes, trash collection, and 
public meetings.



Using Artificial 
Intelligence in 
Organizations



The Promise: A Case Study

A municipality is considering an AI assistant that answers 
resident questions about permits, taxes, trash collection, and 
public meetings.
The promise: Faster responses, expanded service hours, 
happier constituents.



Applications of AI

Robotic Process 
Automation

Machine Learning/Neural 
Networks

Generative AI

Chat Bots & 
Conversational IVR

Statistical Models & 
Forecasting



The State of AI Adoption Overall
As of mid 2026
• Two-thirds of surveyed CIOs and CTOs report being held accountable 

for AI systems they do not fully control*
• Budgets are expected to jump from 15% of IT budgets in 2025 to 25% 

by 2027*
• Organizations relying on manual oversight see high security risk as AI 

scales – embedded controls lead up to 25% fewer incidents*
• Organizations are moving from adoption and deployment of AGI to 

adoption and deployment of agents working cohesively
*Data pulled from the IBM 2026 Institute for Business Value Tech Leader study



The State of AI Adoption – Local Governments
As of early 2024
• 48% said AI was a low-priority for their local govt, less than 6% indicated it as a 

high priority*
• 10% of survey respondents have an assigned AI lead*
• Less than 10% of survey respondents have an AI policy*
• AI misinformation or disinformation are top concerns for public officials
• Opportunities include resident engagement for services, and financial modeling 

analysis
• Municipalities face unique challenges in cost, adoption issues, but also 

communicating with constituents, who could have varying views of AI usage 
*Data pulled from the ICMA AI in Local Government 2024 Survey



Example Use Cases
Permit data processing

Risk forecasting

Customer reception

Fraud detection and prevention through analytics

Rate forecasting & recommendations 



Example Use Case



Evaluating Whether an 
AI Use Case is Worth 
Pursuing



Barriers of AI Adoption
59% of respondents surveyed 

indicated security and 
compliance are the biggest 
barriers to adoption as AI 

agents and adoption scales*

84% have not operationalized 
financial management of AI; 
85% do not have visibility to 

real-time spend*

*Data pulled from the IBM 2026 Institute for Business Value Tech Leader study

Presenter Notes
Presentation Notes
AI is moving from license-based billing to usage-based billing, which could exponentially inflate costs, especially if you are running networks of agents – COST is becoming the biggest barrier for most organizations
Lack of system of automated monitoring and internal control over AI systems leads to unaccountable decisions and spend, leading IT leaders to stray away from large, unpredictable investments in AI that could hurt security, compliance, or the bottom line
Municipalities face unique circumstances with limited budget spend flexibility, accountability needed for taxpayers, and service prioritized over efficiency.  




Analyzing the Decision Internally

Cost

Service 
quality

Security 
and 

compliance

Presenter Notes
Presentation Notes
Stakeholders need to be informed of all risks, including risks around cost, compliance and security, and service quality.
There are many variables to consider:
Can we increase our productivity or efficiency, and if so, what does that do for us – is it better service? This could lead to enhanced service, but could also lead to service disruptions or frustrations
Is data protected throughout the process, especially sensitive taxpayer data? A breach could have devastating consequences for a municipality
Are costs predictable or unpredictable? If costs are not secured via contracts with logical limits implemented, cost overruns could bankrupt a municipality in a matter of hours. 




Engaging with the Public
Transparency, transparency, transparency. 

Explainability, explainability, explainability.

Approach it like any other technology we have for.

Accuracy of AI, especially in where it is informing judgement.



AI Risks & Concerns



The Pitfall: A Case Study

A municipality is considering an AI assistant that answers 
resident questions about permits, taxes, trash collection, and 
public meetings.
The pitfall: Incorrect instructions, unauthorized disclosure, 
inaccessible responses, or inconsistent treatment.



Data Security & Confidentiality

LIMITATIONS ON 
USE AND PURPOSE

DATA MINIMIZATION IDENTITY 
PROTECTION

COMPLIANCE WITH 
PRIVACY LAWS

Presenter Notes
Presentation Notes
Use Limitation and Purpose Specification:​
Avoid using data collected for one purpose (e.g., safety or security) as a training dataset for unrelated purposes (e.g., profiling or personalized marketing).​
Sensitive data collected under specific requirements (e.g., KYC) should not be used for unrelated machine learning (ML) models without proper controls.​
Document the purpose and lawful basis before collecting data and communicate it transparently to users.​
​
Data Minimization:​
Treat personal data as “radioactive gold.” Minimize its collection, storage, and usage.​
Anonymize data for incompatible purposes (e.g., analytics) and limit access to sensitive information.​
Collect and retain only necessary data to reduce privacy risks.​

Identity Protection:​
Implement techniques to protect individuals’ identities within datasets.​
Anonymization, differential privacy, and secure aggregation can help safeguard privacy.​
​
Compliance with Privacy Laws:​
Understand privacy principles from legislations (e.g., FOIA, CJIS, HIPAA, FERPA, IRS PUB 1075)
Ensure lawful bases for processing personal data.​
Collaborate with privacy experts and follow best practices.




Ethical Outcomes & Model Bias

Bias and Fairness

Accountability and 
Responsibility

Transparency

Presenter Notes
Presentation Notes
Bias and Fairness: 
AI is not neutral: AI-based decisions are susceptible to inaccuracies, discriminatory outcomes, embedded or inserted bias.
Surveillance practices for data gathering and privacy of court users.
New concerns for fairness and risk for Human Rights and other fundamental values.

Accountability and Responsibility: 
If there is an issue caused due to AI, there is a lack of guidance defining who is responsible.
AI executes human-like decision making but lack the human consciousness, intentionality, or morality to execute the full decision-making process. 

Transparency: 
Lack of transparency of AI tools related to intentions, data sources, and the decision-making processes.




Fabricated & Inaccurate Outputs
Review outputs for:
 Accuracy
 Appropriateness
 Usefulness 
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Watch out for AI 
hallucinations!

Presenter Notes
Presentation Notes
Fabricated/inaccurate results
Computer Hallucinations – plausible, but inaccurate/untrue results – DON’T TAKE AT FACE VALUE
Legal and compliance leaders should issue guidance that requires employees to review any output generated by ChatGPT for accuracy, appropriateness and actual usefulness before being accepted




AI Hallucinations 
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⮽

Presenter Notes
Presentation Notes
Note: this is an older model, but the point still stands



Threats Amplified by AI

Deepfakes

Reconnaissance

Data LeakageAdaptive Malware

Phishing

Presenter Notes
Presentation Notes
FRAUD FROM DEEPFAKES IS THE BIGGEST THREAT TO MUNIS



Staffing Considerations
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Job 
displacement 

and future work

Inappropriate 
usage

Presenter Notes
Presentation Notes
Inappropriate Usage: 
Data breaches: AI-powered systems can rely on large amounts of data, which can lead to organizational liability if not properly secured. Employees may inappropriately grant AI access to data that can be used for identity theft, financial fraud, or other malicious purposes, causing significant financial losses, reputational damage, and emotional distress.

Staffing​
AI is a complex interdisciplinary field that requires a diverse set of skills and talents, including data science, machine learning, and human-centered design. ​
To mitigate the skills gap issue, companies must invest in upskilling their workforce, fostering partnerships with academic institutions and industry leaders, and attracting and retaining top AI talent.​
Another alternative is to work with a trusted provider of AI solutions designed specifically for government agencies.​
​




Vendor Considerations
Vendor model & usage of data

Vendor contract

SOC and/or other attestation reports

Vendor cost model

Vendor regulatory compliance

Local regulatory compliance



Municipal Specific Risks

Lead to incorrect 
calculation of 
property tax rates.

Inaccurate 
Algorithms

Harm to consumers 
through 
discriminatory 
practices related to 
taxation, permitting 
fees, permitting 
approvals, etc.

Bias
Processing of 
sensitive information 
related to financial, 
health, employment, 
or other data can be 
misused or breached 
without proper 
internal controls.

Privacy & 
Security



Records Retention

Presenter Notes
Presentation Notes
Prompts, outputs and chat logs ARE COVERED BY FOIA ACT 442 of 1976



Audience Poll
Who has implemented an AI tool OTHER THAN Enterprise-wide tools 
(e.g., not ChatGPT, Gemini, Claude, or Copilot)? What is it used for?



Implementing AI 
Governance in your 
Organization



The Preparedness: A Case Study

A municipality is considering an AI assistant that answers 
resident questions about permits, taxes, trash collection, and 
public meetings.
The preparedness: Approved data sources, testing, human 
escalation, records handling, vendor terms, monitoring, and 
public disclosure.



The Jigsaw of Data Governance
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Metrics

Regulatory
Compliance

Data 
Management and 

Security

Executive 
and

Stakeholder
Buy-in

Data Governance

Communication
Plan

Data Standards

Data Governance is a collection of practices and 
processes that help to ensure the formal 
management of data assets within an 
organization. 
Data Governance often includes other concepts 
such as Data Stewardship, Data Quality, and 
others to help an enterprise gain better control 
over its data assets

Presenter Notes
Presentation Notes
Data Governance is a big jigsaw puzzle where all the pieces around it are equally important and need to be in place to ensure your data is cleaned and ready for appropriate reporting

Data Governance is the center piece and this includes:

Executive and Stakeholder Buy-In
Data Ownership (Organizationally)
Data Stewards (on a Daily Basis

Data Management and Security 
Processes and Tools for the correct people to have access to data
Request and approval processes

Regulatory Compliance
HIPPA, PII
GDPR  (Consent, use of data, reporting of use, right to be forgotten)
Retention laws 
– Documenting what the minimum standards are for your data

Metrics
On Data Quality
Remediation Plans
Continious Improvement

Communication Plan 
Role Based Training
Onboarding
Performance Metrics on effectiveness
Business Rule Updates 


http://www.dataversity.net/what-is-data-stewardship/


Maintaining AI Policies & Procedures

Establish

1) Establish ownership for 
a policy inclusive of use 
cases, approval 
requirements, and 
retention procedures
2) Create timeline for 
reviews
3) Develop training and 
enforcement mechanisms

Develop and 
Enforce

1) Continuously train 
employees as updates 
are made and training 
is enhanced
2) Consider how 
enforcement of the 
policy will be most 
effective

Maintain

1) Considerations for 
new technologies
2) Organizational 
change management
3) When vendors make 
a change

Presenter Notes
Presentation Notes
Responsible person(s) who own the policies – accountability and ownership is critical
Cadence for updating – annual, semi-annual, as changes occur?
Ensuring changes to policies are balanced – update enough to keep up with evolutions in the AI landscape, but also not too frequently to confuse employees
Analysis done for updates
Recommend a playbook or guidance – what to analyze for each update to esusre consistency
New types of AI
What employees use, what the org is using, what vendors are using
New ways to use AI
How the org is using, how employees want to use, how customers want to use
New integrations into the IT environment
APIs, shadow IT, new infrastructure and cloud usage
Vendor usage and risk
Is the vendor complying with contractual obligations? Are they switching your services without notification? 
Critical to assess vendors at least annually.




AI Governance Best Practices

AI Governance – Establish a lead and committee 
with cross-functional representation

Develop and Enforce AI Acceptable Use Policy 

Keep policies broad, but procedures specific

Presenter Notes
Presentation Notes
AI Governance – Establish a committee with cross-functional representation
Risk Management, Privacy, Legal, Tech, Info Sec, HR, Business Owners
Meet on a scheduled, frequent basis to ensure communication across functions
Develop and Enforce AI Acceptable Use Policy for internal use and require review and sign off as changes or updates are made to the policy
Keep policies broad, but procedures specific




Human in the Loop



AI Governance Guidance
Artificial Intelligence Handbook for Local Government 
| Science, Technology and Public Policy (STPP)
University of Michigan + MML have published 
guidance
• Includes a tool-assessment checklist for local 

officials

State of Michigan - Adoption and Usage of Artificial 
Intelligaence - Guidelines and Responsibilities
Michigan Dept of Technology, Management, and 
Budget has issued guidelines and responsibilities

https://stpp.fordschool.umich.edu/research/community-resource/artificial-intelligence-handbook-local-government
https://stpp.fordschool.umich.edu/research/community-resource/artificial-intelligence-handbook-local-government
https://www.michigan.gov/dtmb/-/media/Project/Websites/dtmb/Law-and-Policies/Governance/State-of-MichiganDTMBAdoption-and-Usage-of-Artificial-IntelligenceGuidelines-and-Responsibilities--P.pdf?rev=0cc08787fe2f40998f24c8b7773161e3
https://www.michigan.gov/dtmb/-/media/Project/Websites/dtmb/Law-and-Policies/Governance/State-of-MichiganDTMBAdoption-and-Usage-of-Artificial-IntelligenceGuidelines-and-Responsibilities--P.pdf?rev=0cc08787fe2f40998f24c8b7773161e3
https://www.michigan.gov/dtmb/-/media/Project/Websites/dtmb/Law-and-Policies/Governance/State-of-MichiganDTMBAdoption-and-Usage-of-Artificial-IntelligenceGuidelines-and-Responsibilities--P.pdf?rev=0cc08787fe2f40998f24c8b7773161e3
https://www.michigan.gov/dtmb/-/media/Project/Websites/dtmb/Law-and-Policies/Governance/State-of-MichiganDTMBAdoption-and-Usage-of-Artificial-IntelligenceGuidelines-and-Responsibilities--P.pdf?rev=0cc08787fe2f40998f24c8b7773161e3
https://www.michigan.gov/dtmb/-/media/Project/Websites/dtmb/Law-and-Policies/Governance/State-of-MichiganDTMBAdoption-and-Usage-of-Artificial-IntelligenceGuidelines-and-Responsibilities--P.pdf?rev=0cc08787fe2f40998f24c8b7773161e3
https://www.michigan.gov/dtmb/-/media/Project/Websites/dtmb/Law-and-Policies/Governance/State-of-MichiganDTMBAdoption-and-Usage-of-Artificial-IntelligenceGuidelines-and-Responsibilities--P.pdf?rev=0cc08787fe2f40998f24c8b7773161e3


AI Governance Guidance - Other



Courtesy of IAPP

AI Legislation 
As of August 2026
- No federal legislation is anticipated
- Michigan has no overarching AI law in place – 
something like Colorado or the EU does have
- AI bills focus on specific issues:
• Disclosure of AI in political ads
• Explicit deepfakes
- Proposed overarching bill includes HB 4668, 
creating safety and transparency for model 
developers
- Other proposed bill include how AI is used in 
healthcare decisions, creating a state AI 
Governance framework



What Now?
1. Establish an AI governance lead and/or committee who is accountable for AI within the 

municipality, usually people who are also overseeing overall risk for the organization
2. Inventory AI systems in use through network scanning, and employee surveys
3. Conduct an AI risk assessment and establish governance gaps and needs, based on existing 

frameworks
4. Establish an AI policy
5. Develop implementation plan over governance gaps, identifying processes for post-governance 

implementation
6. Monitor state legislative action and state-wide bulletins for AI usage and interactions with state 

agencies
7. Communicate transparently and consistently the deployment of AI in the organization, and train 

and upskill employees to adapt to use within the municipality
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